
The Illusion of 
Democratic Stability

Massimo Flore



2

Massimo Flore

Massimo Flore is an expert in understand-
ing and addressing citizens’ vulnerabilities 
to hostile narratives. With a background in 
contributing to the European Commission’s 
disinformation strategy, he brings extensive 
international experience from roles with 
NATO, the United Nations, and UNESCO. 
Massimo is now deeply engaged in training 
professionals, students, and journalists to 
navigate the complex landscape of disinfor-
mation. Beyond his professional endeavors, 
he is on a personal mission to promote me-
dia literacy and critical thinking in society.



3
Democracy’s Dilemmas and Fragility

We often believe democracies stand firm through some inherent right or natural resilience. 
This is dangerously false. Democratic systems require active protection and constant vigilance. 
The recent electoral crisis in Romania offers a stark reminder of this uncomfortable truth.

When Romania’s Constitutional Court annulled the December 2024 presidential election after 
finding its integrity had been compromised by irregularities and unfair promotion, it illustrat-
ed how even democratic institutions can become battlegrounds where the very principles of 
self-governance face existential threats. What makes this particularly troubling is how difficult 
identifying these threats has become in our information-saturated age.

Political systems founded on free expression, pluralism, and open participation face a funda-
mental challenge. How can they defend themselves against forces that exploit these freedoms 
to undermine the system itself? This question becomes increasingly urgent as we witness the 
rise of political movements that present themselves as champions of democracy while embrac-
ing positions fundamentally at odds with liberal democratic values, a pattern identified by po-
litical scientists Steven Levitsky and Daniel Ziblatt as characteristic of how democracies die in 
the 21st century1,  not through violent coups but through legal channels. This process typically 
involves weakening checks and balances, capturing courts or electoral systems, and delegiti-
mizing the opposition, all while maintaining a veneer of constitutional legitimacy that makes 
the autocratic transition less obvious to citizens.

The Romanian case exemplifies this tension. George Simion, who secured 41 percent in the first 
round of the May 2025 rerun election, frames himself as democracy’s defender against corrupt 
elites. Yet his platform and associations raise serious concerns about his commitment to dem-
ocratic principles. This narrative technique mirrors patterns seen previously in Hungary and 
Poland, suggesting a regional vulnerability that transcends Romania’s specific situation.

The Intervention Dilemma

Democratic systems face an inherent dilemma when confronting anti-democratic movements 
operating within legal boundaries. Should authorities restrict or ban a political party 
that garners significant public support, even when that party’s platform threat-
ens democratic foundations? This creates a nearly impossible situation for democratic 
institutions.

Early intervention might prevent the growth of anti-democratic forces. It could stop problem-
atic movements before they gain substantial power. But such actions risk appearing as govern-
ment overreach into citizens’ legitimate political activities, potentially reinforcing narratives 
about elitist manipulation. 

Waiting too long creates equally serious problems. Anti-democratic movements may gain such 
momentum that any intervention becomes ineffective or triggers greater instability. By the 
time a threat becomes unmistakable, the political cost of addressing it has often grown expo-
nentially. 

1 Levitsky, S., and Ziblatt, D., How Democracies Die, New York: Crown Publishing Group, 2018.



4Germany’s approach provides an instructive comparison rooted in historical trauma. German se-
curity services recently declared the Alternative for Germany a “confirmed right-wing extremist 
organization” after a three-year investigation.2 This reflects Germany’s determination to prevent 
a repetition of the Weimar Republic’s collapse, where excessive faith in democratic resilience in-
advertently cleared the path for those who would dismantle it from within. The German concept 
of “militant democracy” (wehrhafte Demokratie), developed by legal scholar Karl Loewenstein in 
the 1930s, argues that democracies must sometimes restrict certain political liberties to preserve 
the democratic order itself.

Karl Popper addressed this fundamental tension in what he called the “paradox of tolerance.”3 
A truly tolerant society cannot tolerate forces that would destroy tolerance itself. Yet applying 
this principle requires careful judgment about which movements genuinely threaten democratic 
foundations rather than merely challenging conventional politics.

Romania’s historical experience with Ceaușescu’s authoritarian regime creates specific vulner-
abilities that shape its current democratic challenges. The country’s post-1989 democratic tran-
sition remains incomplete in many respects, with persistent corruption and institutional weak-
nesses that create openings for both nationalist rhetoric and external manipulation.

The Democratic Paradox

This reveals a particularly difficult truth about democratic governance that rarely receives suffi-
cient public attention. Democracies are inefficient by design. As political theorist Robert 
Dahl explained, democratic systems intentionally distribute power across multiple centers and 
require extensive deliberation and consensus-building precisely to prevent tyrannical concentra-
tion of authority.4 Political scientist Francis Fukuyama elaborates that liberal democracies de-
liberately create “veto points” and checks on power that sacrifice speed and efficiency to protect 
against authoritarian tendencies.5

This deliberate inefficiency serves as a safeguard against tyranny, creating multiple veto points 
and requiring broad consensus for significant action. When problems seem urgent and complex, 
the appeal of simplistic solutions grows exponentially.

When ideas no longer engage in productive dialogue but instead clash in irreconcilable opposi-
tion, democratic systems become paralyzed. In this environment, those offering simple solutions 
to complex problems appear as providential figures. Such “saviors” become perfect vectors for 
external adversaries to exploit, especially when they promise to cut through democratic deadlock 
with authoritarian decisiveness.

Hannah Arendt noted this vulnerability in her analysis of totalitarian movements.6 They exploit 
the gap between democratic promise and performance, positioning themselves as champions of 
“the people” against corrupt elites. When institutions appear incapable of addressing citizen con-
cerns, the ground becomes fertile for what she called “antidemocratic demagogues.”

1	 hh

22 The designation was later suspended pending the decision from the courts. 
‘German spy agency ranks far-right AfD as extremist’, Reuters, 2 May 2025 (https://www.reuters.com/world/europe/german-spy-agen-
cy-ranks-far-right-afd-extremist-2025-05-02/).	
3 Popper, K., The Open Society and Its Enemies, London: Routledge, 1945.
4 Dahl, R. A., A Preface to Democratic Theory, Chicago: University of Chicago Press, 1956
5 Fukuyama, F., The Origins of Political Order: From Prehuman Times to the French Revolution, New York: Farrar, Straus and Giroux, 
2011.
6 Arendt, H., The Origins of Totalitarianism, New York: Harcourt Brace Jovanovich, 1951.
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The Perception Battle

Democratic vulnerability lies not just in procedural mechanics but in public perception. When 
citizens lose faith in the system’s ability to represent their interests and address their concerns, 
they become susceptible to messages promising to bypass democratic complexity in favor of di-
rect, authoritarian solutions.

The Romanian Constitutional Court’s intervention to protect electoral integrity has simultane-
ously fueled narratives about establishment corruption. This tension between procedural 
protection and substantive legitimacy characterizes democratic fragility in the dig-
ital age.

Simion has successfully exploited this tension, presenting himself as democracy’s true defender 
against corrupt elites who “organized the campaign and the elections and lost the elections.” 
This narrative inversion makes protective democratic mechanisms appear as their opposite, 
transforming necessary safeguards into apparent evidence of elite manipulation.

The Russian Shadow: Active Measures in Practice

Russian interference in Romania’s electoral process appears increasingly evident, though prov-
ing direct causality presents significant challenges. This ambiguity is not accidental but repre-
sents a deliberate strategy dating back to Soviet tradecraft known as “plausible deniability.”

The approach allows the Kremlin to influence political outcomes while maintaining a posture of 
formal innocence. President Putin can always claim that if an anti-EU, anti-Ukraine, pro-Rus-
sian candidate wins elections, it simply reflects the genuine will of the people rather than the 
success of a sophisticated deception operation from a country with decades of experience in the 
field.

French Minister Jean-Noël Barrot highlighted Russian interference in the Romanian elections, 
citing the surge of pro-Russian accounts, manipulation of social media algorithms, use of paid 
influencers, and amplification by Sputnik to support a Kremlin-backed candidate—interference 
that led to the annulment of the vote.7 Documented techniques included coordinated social me-
dia campaigns amplifying divisive content, algorithmic manipulation to increase visibility of 
inflammatory material, and the strategic deployment of seemingly independent “influ-
encers” promoting narratives aligned with Russian interests. These operations typi-
cally exploit pre-existing social tensions rather than creating them from nothing, making them 
particularly difficult to counteract.

Attribution relies on multiple indicators including technical fingerprints in digital operations, 
pattern recognition across campaigns, infrastructure connections, and intelligence sources. 
When Romanian authorities cite Russian interference, they draw on these established method-
ologies, not simply convenient political accusations.

During the 2017 French presidential campaign, Emmanuel Macron’s team faced a significant 
cyberattack and leak of internal documents. In response, the campaign publicly asserted that 
the released materials were deliberately mixed with fabricated documents to sow confusion and

7 France says Russia seeking to manipulate influencers in Europe’, Kyiv Post, 18 December 2024 (https://www.kyivpost.
com/post/44123)	
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and undermine the election. Subsequent investigations by French authorities, including the na-
tional cybersecurity agency ANSSI, attributed the attack to the Russian state-backed GRU. This 
incident highlighted the challenges of combating foreign interference in democratic elections 
and the importance of rapid responses to disinformation campaigns.

Strategic Implications for NATO and the EU

Romania’s geopolitical significance magnifies the importance of these dynamics. As a NATO 
member on the alliance’s eastern flank, it hosts significant military installations including the 
Mihail Kogălniceanu Air Base near the Black Sea, which serves as a crucial logistics hub for op-
erations in Eastern Europe. Romania also hosts elements of the NATO missile defense system 
and a multinational NATO battlegroup. Romanian forces currently participate in many NATO 
missions. Any shift in Romania’s political orientation could therefore have concrete 
operational implications for NATO beyond general “eastern flank” concerns.

What makes Simion’s position particularly complex is his irredentist vision of “greater Roma-
nia,” which raises potential for territorial disputes with Ukraine and Moldova. Both countries 
have banned him from entry, underscoring regional concerns about his agenda.

Simion cultivates deliberate ambiguity, claiming to support Romania’s continued membership 
in NATO and the EU while simultaneously insisting the EU should focus solely on economic 
matters rather than “interfering” in cultural and defense issues. He emphasizes Romania’s re-
liance on American security guarantees while opposing aid to Ukraine, a position difficult to 
reconcile with the security interests of NATO’s eastern flank.

The EU has developed mechanisms for addressing democratic backsliding, most notably the 
Article 7 procedure triggered against Hungary and Poland. However, these tools have proven 
limited in effectiveness, requiring unanimity that is difficult to achieve in practice. Romania’s 
situation could further test these mechanisms, particularly given ongoing proceedings against 
other member states.

If elected, Simion would shape foreign policy direction, command the armed forces, and repre-
sent Romania in EU and NATO councils. His presidency would likely challenge consensus on 
sanctions against Russia, complicate NATO’s eastern flank cohesion, and potentially impede EU 
decision-making processes requiring unanimity.

Russia has strategic interests in Romania beyond general NATO disruption, par-
ticularly regarding Black Sea access and energy transit routes. Romania’s Constanța 
port has become increasingly important for Ukrainian agricultural exports since Russia’s 2022 
invasion, making political instability in Romania directly beneficial to Russian Black Sea strat-
egy.

Success Through Disruption

Russia’s strategy achieves substantial success regardless of final electoral outcomes. It demon-
strates the vulnerability of Western democracies to external manipulation. Even minimal invest-
ment in influence operations can jam democratic systems based on free speech and consensus 
building.
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The mere perception that candidates in various European states have achieved their results with 
Russian assistance enhances Russia’s image as a formidable geopolitical actor. This perception 
holds power whether or not it fully explains electoral outcomes.

This doesn’t negate the legitimate grievances driving voter behavior. Support for nationalist can-
didates stems partly from genuine economic anxieties, frustration with corruption, and disap-
pointment with unfulfilled post-communist expectations. Romania’s economic indicators reveal 
persistent challenges: GDP per capita remains one of the lowest in the EU, regional inequality 
is stark, and approximately 4 million Romanians have emigrated since EU accession in 2007, 
creating both economic strain and social disruption.

These structural factors create receptivity to nationalist messaging that cannot be attributed 
solely to foreign interference. The appeal of anti-establishment politics reflects real 
governance failures that must be addressed alongside efforts to counter external 
manipulation. Blaming everything on Russian interference provides a convenient excuse that 
relieves domestic political establishments of responsibility. If extremist candidates gain support, 
political elites can claim it results solely from foreign manipulation rather than acknowledging 
genuine problems citizens feel aren’t being adequately addressed.

Building Resilience

Strengthening democratic resilience requires addressing both procedural vulnerabilities and un-
derlying social conditions. Media literacy programs, transparent attribution of foreign interfer-
ence, and cross-partisan consensus on democratic norms all contribute to procedural resilience.

However, procedural fixes alone prove insufficient if democracies fail to deliver meaningful eco-
nomic security and social cohesion. When democratic systems appear unresponsive to citizen 
concerns, populist alternatives gain appeal regardless of foreign amplification.

Francis Fukuyama observed that liberal democracies maintain legitimacy primarily through 
performance.8 Citizens support democratic institutions when they believe these institutions ef-
fectively address shared problems and maintain basic fairness. When this performance le-
gitimacy erodes, procedural legitimacy alone cannot sustain democratic commit-
ment.

Romania’s post-communist transition has been marked by persistent corruption and economic 
inequality. These structural challenges create fertile ground for anti-establishment sentiment 
that cannot be dismissed as merely the product of foreign manipulation. The EU’s rule of law 
framework provides potential institutional support, but these mechanisms remain underde-
veloped compared to the economic integration tools at the EU’s disposal. Strengthening these 
democratic protection mechanisms while respecting sovereign democratic expression remains a 
central challenge for the European project.

Democratic resilience ultimately requires both institutional safeguards against 
manipulation and substantive policies addressing legitimate grievances. Without 
this dual approach, democracy risks becoming a hollow procedural shell vulnerable to both in-
ternal extremism and external interference.

8 Fukuyama, F., The Origins of Political Order: From Prehuman Times to the French Revolution, New York: Farrar, Straus and Giroux, 
2011.	
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What happens in Bucharest is no longer just Romania’s internal affair, it is a warning shot that 
reverberates across a continent whose borders are increasingly semantic. The hijacking of dem-
ocratic procedures by illiberal actors, the weaponization of legitimacy, and the normalization 
of moral inversion are not just local anomalies, they are a systemic breach in the architecture 
of post-Cold War Europe. This moment demands more than vigilance; it demands nerve. Not 
the naive optimism of democratic gradualism, but the strategic lucidity to recognize that de-
mocracies are neither self-correcting nor self-sustaining. They decay when their defenders grow 
complacent or cowardly, when they believe, wrongly, that rules are enough to hold back those 
determined to rule without them.

There is still agency at the EU level, within NATO, and among citizens who refuse to cede ground. 
But agency without resolve is inertia dressed in bureaucratic grammar. If the democratic order 
is to endure, it must be fought for with the same ruthlessness that its enemies deploy against 
it. There are no neutral observers in this conflict of systems. There are only participants, some 
witting, some not. The question now is: which side are we really on?


