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The briefing paper provides a comparative analysis of the most prominent
state agencies established to counter disinformation and foreign influence,
featuring examples from the US, the EU, Germany, France, Sweden,
Ukraine, Taiwan. The analysis evaluates the institutional approach of
these agencies by examining their design and set-up, available resources,
main focus of activities, methodological orientation, and communication
strategies (horizonal distribution of expertise among government structures
and/or vertical public outreach). The advantages of anti-disinformation
agencies include increased public awareness, dedication of state resources
to fighting disinformation, tracking and assessing disinformation that can
affect national security, and intra-government cooperation. However, some
pitfalls should be guarded against, including a lack of sufficient information-
sharing with the intelligence services and an overfocus on communication of
disinformation threats within government rather than consistently reaching
out to the wider public, too.

In the face of the renewed urgency and significance of government action for
combating disinformation, the main aim of the present study is to provide
background knowledge and orientation to the public and policy-makers.
The review of counter-disinformation agencies complements our conceptual
and institutional blueprint for the establishment of effective strategic
communications (as indeed there is a close link between the appropriate
remits of strat com and countering disinformation).'



The US: Best Practices for Countering
Disinformation During and After the Cold War

State-centered approaches to tackling disinformation rose to prominence
already during the Cold War. One notable example was the Active Measures
Working Group (AMWG) created by the US Governmentin 1981 to coordinate
efforts to detect, analyze, reveal, and debunk Soviet disinformation.’
The AMWG had access to classified intelligence reporting from the
intelligence community. Thus, its methods and focus were influenced by
an orientation to and partly reliance on intelligence/security work. The main
publications of the AMWG encompassed analytical papers (“Foreign Affairs
Notes”), which were distributed domestically and abroad, as well as three
extensive, in-depth analyses of Soviet disinformation and “active measures”
(the Soviet term for covert influence operations) published between 1986
and 1989. The AMWG employed a public diplomacy approach. Especially
during the second half of the 1980s the group used public disclosure (“public
shaming”) as a tool to debunk and counter Soviet disinformation. This public
diplomacy approach saw an increased engagement in public communication
with the media, journalists, non-state actors and the broad public (“vertical
communication”), done via special public press briefings inside the US and
abroad, particularly in Europe, to which media, journalists, NGOs, think
tanks and others were invited.

Hence, the Active Measures Working Group may be best characterized
as an outlet for expert knowledge on disinformation that was distributed
horizontally among state institutions and vertically via public information/
media campaigns. In terms of design, aims, and methods, the AMWG
followed a security policy approach. Its most important goal — actively
countering Soviet disinformation, however, was reached by means of public
diplomacy. According to some former members, the strengths of the AMWG
and its work included:

e Raising awareness of Soviet disinformation within the US Government;
e Exchanging expert knowledge;

e Sharing access to classified information on Soviet active measures with-
in the US Government;

e Taking an active and confrontational approach to disinformation via
public debunking and shaming.’



Despite its success, the AMWG’s scope of work following the end of the Cold
War could not be continued in the same form in the post-1989/1991 period,
given the agency’s singular focus on Soviet disinformation. Nevertheless,
the institutional lessons learnt have informed the background of current US
anti-disinformation work, primarily embodied by the Global Engagement
Center (GEC). The GEC traces its origins to 2011, when the Center for
Strategic Counterterrorism Communications (CSCC) was founded within
the US State Department for the purpose of “supporting agencies in
Government-wide public communications activities targeted against violent
extremism and terrorist organizations.” Since 2017, the GEC was explicitly
given the authority to address other foreign state and non-state propaganda
and disinformation activities. In its regional and thematic focus, the Global
Engagement Center focuses on disinformation and propaganda campaigns
by state actors (particularly Russia, the People’s Republic of China and Iran)
and non-state terrorist actors.

The GEC is thus the main agency of the US Government in charge of
coordinating the fight against disinformation and its mission is to “direct,
lead, synchronize, integrate, and coordinate US Federal Government efforts
to recognize, understand, expose, and counter foreign state and non-state
propaganda and disinformation efforts aimed at undermining or influencing
the policies, security, or stability of the United States, its allies, and partner
nations.”” To fulfil this mission, the GEC has stressed that it uses data analysis
as a major tool to analyze and proactively address foreign disinformation
and influence attempts. The GEC also shares these (open source) tools, a
specially designed information sharing platform as well as training measures
with its international partners. The Global Engagement Center has held joint
Tech Challenges together with international partners (e.g. Taiwan, UK and
Czech Republic), established a full-time liaison to the IT industry at the
Silicon Valley, and launched an online repository for information about
anti-disinformation technologies (www.disinfocloud.com), which is used by
over 335 government users in more than 30 countries.

All in all, the GEC’s engagement in the sphere of data analysis, information
sharing and IT development is rather impressive, denoting a strong preference
for data-based approaches to fighting disinformation. The focus and task of
the GEC encompass horizontal communications and information activities
within the government and international partners, following a whole-of-
government approach.



Germany:
Working Groups and Public Diplomacy

Interagency working groups that distribute expert knowledge about dis-
information have also represented the preferred approach for government
activities against disinformation in Germany. As declassified documents
from the 1980s show, both the German domestic intelligence service
(Bundesamt fiir Verfassungsschutz — BfV) and foreign intelligence service
(Bundesnachrichtendienst — BND) tasked subdivisions of their counterin-
telligence departments to investigate and analyze Soviet and East German
disinformation.® Their methods have focused on monitoring and analysis
rather than on (support for) debunking or any other countermeasures. The
expert knowledge produced here was exclusively distributed in secret to the
government itself and other government agencies. Hence, the aim of these
groups was to raise awareness among officials and politicians and to inform
them about ongoing campaigns. No government agency, neither the intel-
ligence services themselves, nor the Chancellery, the Foreign Ministry, the
Army or any other state agency published this expert knowledge or used
it for public awareness-raising. Thus, these efforts were characterized by a
security policy approach and were marked by horizontal communication
and horizontal distribution of expert knowledge.

The practice of the interagency working group was revived by the
government in 2017/18, when the Hybrid Working Group (A4rbeitsgruppe
Hybrid) was founded. It consists of members of the Chancellery, the Foreign
Ministry, the Ministry of the Interior, domestic and foreign intelligence and
the government’s press office who meet weekly at facilities at the Ministry
of the Interior.” Again, this working group is an informal network and
platform that brings government experts together to engage in information
exchange about hybrid threats and disinformation. Hence, the group also
engages in horizontal communication and information exchange only,
does not distribute knowledge to the public and does not engage in actual
countermeasures against disinformation.

Unlike during the 1980s, however, the German Foreign Ministry has
additionally established a wunit engaged in efforts to counter foreign
disinformation which is sometimes called “strategic communications” or
“public diplomacy”, whose 14 employees are headed by the former diplomat
Peter Ptassek.® This unit is tasked with analyzing foreign disinformation
and its impact on German foreign policy, but also devises measures of
strategic communications, public information campaigns, statements
and communication strategies. Contrary to the sphere of activity of most
interagency working groups, the German Foreign Ministry is characterized
by a public diplomacy, pre-bunking and proactive communication approach
rather than a security policy orientation.’

A



France:

A Focus on Safeguarding Election Integrity

After Russian attempts to influence the 2017 presidential election in
France through Moscow’s oft-applied strategy of hacking and leaking,
the French government publicly declared the intention to establish an
entity within the government to counter similar approaches in the future.
The VIGINUM counter-disinformation agency was formally established
in the summer of 2021 as a subordinated structure to the French National
Security and Defense Council (SGDSN).!® Although SGDSN’s director,
Stephane Bouillon, stressed in a public hearing in the French parliament
that VIGINUM will not be an intelligence agency, its subordination and
the still prevailing secrecy around the agency suggest that the basic design
of this unit is marked by a security policy orientation. According to public
statements, VIGINUM will eventually consist of a staff of approximately
60 officials,!" a budget of approximately 12 million Euro'?> and its main
remit includes being “responsible for vigilance and protection against
foreign digital interference (...), for detecting and analyzing digital
campaigns, information manipulation campaigns involving foreign actors
and aimed at harming France and its fundamental interests”.!* The focus
of VIGINUM’s work encompasses monitoring, detecting and analyzing the
tactics, practices, narratives and actors behind digital disinformation and
propaganda campaigns, particularly during the 2022 presidential election,
but also regarding the war in Ukraine and French military engagement in
Africa.

For the time being, it remains unknown whether VIGINUM will engage
in public information campaigns and vertical communication as a single
annual report for 2022 is one of its few public appearances.'* Another, more
visible appearance of VIGINUM took place during spring 2023 when the
agency helped to uncover a coordinated Russian disinformation campaign.
In this incident, French media outlets such as Le Figaro, Le Monde or 20
Minutes were copied by hackers and fake articles about the Russian war
against Ukraine were published and amplified online.'* The ability to expose
the malign activity demonstrates VIGINUM’s cybersecurity approach to
countering disinformation.

All in all, VIGINUM can be characterized as relatively new, comparatively
secretive and small to medium-sized agency guided by a security policy
approach towards countering disinformation, focusing on digital campaigns
and engaging in horizontal distribution of expert knowledge.



Sweden:

Empowering a Whole-of-Society Orientation

The Swedish government established an anti-disinformation agency, which
officially started its work on January 1, 2022. The Psychological Defence
Agency (Myndigheten for psykologiskt forsvar, MPF) was first subordinated
to the Swedish Ministry of Justice and transferred to the Ministry of Defence
in late 2022. The main reason leading to the establishment of MPF were
expectations of increased Russian influence in the face of parliamentary
elections in 2022.1

The key tasks of the Agency are to “identify, analyze, prevent, and
counter foreign malign information influence activities and other types of
disinformation directed at Sweden or at Swedish interests (...) including
attempts from foreign actors to weaken national resilience and the
population’s will to defend the country, or malign influence aimed at
changing people’s perceptions or influencing behaviours and the decision-
making”."” Distributing expert knowledge within the administration and
government via briefings and reports and building resilience against
disinformation within the country inform the scope of the work conducted by
MPF. To this end, it functions both preventively and operationally and fulfils
its tasks both in peacetime and in the event of war. The Agency describes
its approach to countering foreign disinformation as a whole-of-society
approach where agencies, municipalities, organizations and not least — the
individual citizens, work together. This approach thus includes horizontal
communication and distribution of knowledge among government and state
institutions, as well as vertical communication via public outreach activities
and public information campaigns.

Organizationally, MPF’s Operational Department is in charge of threat
assessment and the analysis of ongoing foreign influence activities, while
the Capability Development Department is in charge of “providing support
to the Swedish population, government agencies, municipalities, the
media, voluntary defence organisations, and civil society in general, as
well as enabling increased coordination between these actors. Other key
tasks include training, exercises and knowledge development, for example
initiating and funding research related to psychological defence”.'® To
this end, MPF has produced handbooks for journalists and communicators
on how to react to information pressure. Interacting with civil society,
particularly with academics, to keep up with and develop new methods to
counter foreign disinformation represents a unique feature of the Swedish
anti-disinformation agency.



Overall, given the scarcity of available public information, it remains
unclear how much of MPF’s work is based on a security policy approach;
its structure and self-declared profile suggest a strong orientation towards
research and public diplomacy. Moreover, unlike many other anti-
disinformation agencies, MPF has a strong domestic orientation in terms
of tackling propaganda. Hence, Sweden’s public diplomacy efforts take
into account domestic cultural factors and mirror expectations by Swedish
society, such as a high level of participation in the political process, public
communication and a bottom-up rather than top-down approach."

MPEFE’s work came into view in early 2023, when Swedish and Danish
right-wing extremists gathered to publicly burn a printed edition of the
Quran. This led not only to a massive foreign policy showdown with many
Muslim countries, but also to a wave of digital disinformation and, most
importantly, to a diplomatic standoff with Turkey entailing a Turkish veto
against Sweden’s NATO accession. During this crisis, MPF informed the
government about ongoing debates in the digital space and online and offline
disinformation and influence campaigns conducted by foreign state actors
as well as about close ties between some of the organizers and the Kremlin.
These results were further officially presented during a government press
conference.?’ As provocative actions such as Quran burnings in conjunction
with organized demonstrations continued throughout 2023, MPF persisted
in its work in a similar fashion: through monitoring malign informational
campaigns, distribution of expert knowledge and advising the government,
making public appearances and crafting debunking initiatives.



Ukraine:
Strat Com on the Battleground

In March 2021, Ukrainian President Volodymyr Zelensky established the
Center for Countering Disinformationunder the country’s National Security
and Defense Council. Despite being founded roughly one year before the
full-scale illegal Russian invasion of Ukraine, this institutional upgrade of
Ukraine’s counter disinformation efforts has been overshadowed by Russian
aggression towards the country. At the very foundation of CCD lies therefore
a wartime and military-oriented mindset, design and framework to counter
Russian influence.

Despite the focus on disinformation in the agency’s name, its tasks and
work areas list countering disinformation and propaganda as only one
responsibility, while ensuring “information security” and “the national
security and national interests of Ukraine in the information space” represent
primary objectives.! Moreover, CCD reviews and consults international
best practice examples for countering disinformation, thus being oriented on
international cooperation and attracting international technical assistance.
As CCD’s updates on international events and cooperation show, their
partners have so far included Sweden’s MPF, NATO, the EU, USAID, US
Civilian Research and Development Foundation.

The Center’s public output is well-documented and features training and
educational exercises, e.g. for representatives of the Regional Military
Administration and the Regional State Administration,” the High School
for Public Governance,” representatives of the central executive bodies
and law enforcement agencies,* the Agency for Food Safety and Consumer
Protection,” the State Enterprise National Nuclear Energy Generating
Company Energoatom.?

Other CCD outputs encompass public debunking (“refutations”) of
disinformation, a 50-page manual on “How to Counter Disinformation” as
well as in-depth analytical reports and shorter articles’” and conferences.
Even though the Center highlights its international outreach and cooperation,
its main focus is trained on the domestic audience. There are many more
published reports, articles and refutations in Ukrainian than there are in
English and significantly more events and training activities in the country
involving domestic participants. This might also explain why on the
international (media) level, CCD is less visible than other Ukrainian actors
employing strategic communications (e.g. the President’s Office, Foreign
Ministry, Intelligence Services etc.).



Overall, the Center’s aims and institutional design are distinguished by several
notable features: a state-centered, security policy and military approach,
with Ukrainian state institutions and the Ukrainian population as its main
target groups. The balance between horizontal and vertical communication
is difficult to assess as there is little to none information regarding CCD’s
information exchange and activities on the horizontal, intra-governmental
level. This again reflects the wartime mindset, design and framework as
main characteristics of the Ukrainian counter-disinformation agency. These
conditions were also reflected in some controversial measures that CCD took
such as the publication of lists of persons accused of promoting propaganda.
Among those featured prominent international experts such as journalist
Glenn Greenwald or Realist scholar John Mearsheimer. The publication
of the list received international criticism charging that such a publication
represents a form of public shaming and was, as a result, later deleted.*®



Taiwan:

Crafting a Coordinated Response

Taiwan is often reported to be the country targeted with the most substantial
amount of disinformation in the world.”® Since 2018, political events
such as alleged election interference, press reports and digital campaigns
against individuals have led to an increase in government activity vis-
a-vis disinformation in Taiwan. In general, Taiwan follows a whole-of-
society approach to countering disinformation with numerous civil society,
educational and media initiatives operating in this field.*

One element of such a holistic approach was the establishment of a
government unit to combat disinformation. The Disinformation Coordination
Team (DCT) can be described as an intra-governmental working group and
comprises officials from the Ministry of Justice, the Ministry of Education,
the Ministry of the Interior, the National Communications Commission,
and the Central Election Commission.’' Interestingly enough, DCT is the
only anti-disinformation institution known to have engaged not only in
extensive exchange and gathering of best practice examples from all around
the world (e.g. from UNESCO and the EU), but also in taking considerable
time to draft a definition of disinformation on which all participating
agencies and officials could agree.> DCT’s self-declared mission
includes drafting policies, interacting with major platforms, and leading
interagency discussions. Thus, DCT’s organizational structure resembles
other interagency anti-disinformation units whose work mainly consists
of horizontal communication and cooperation with government bodies
and agencies, but is mixed with elements of public diplomacy and vertical
communication with the public (see below). As DCT explains, its efforts to
counter disinformation are guided by a framework of four elements?:

® [dentification: activities to advocate media literacy to empower citizens
to recognize propaganda, mis- and disinformation.

® Debunking: provision of guidelines, frameworks, patterns, best practice
examples, support and cross-checking for government agencies to refute
and debunk false and misleading information.>*

e  Combating disinformation: (mostly legal and regulatory) efforts to con-
tain the spread of online disinformation.

® Punishment: legal investigations by prosecution and law enforcement to
identify and punish the authors and origin of disinformation.



DCT’s focus on strengthening public debunking of disinformation has
yielded positive results. Yet, efforts to advise, draft and enforce legal and
other regulatory measures for containing or decreasing the distribution of
online disinformation and for punishing its authors/distributors have been less
successful.® Despite DCT’s aim to cooperate with social media platforms,
for example, to ban a pro-Chinese TV station or to stipulate new legislation
and provisions prescribing penalties for disseminating disinformation, the
distribution of disinformation did not decrease and nor did prosecutors and
courts make use of the new legal provisions promoted by DCT.

It has been noted that an ostensible and significant feature of Taiwan’s DCT
is that civil society and other non-state actors, including journalists and
the media, do not engage in close cooperation with the agency out of fear
and mistrust of state actors, instead keeping a distinct distance from state-
sponsored anti-disinformation activities.*® This limits the possibilities and
incentives of vertical communication, public diplomacy and other public
outreach measures of DCT. If DCT engages in vertical communication
with the public, it does so via interviews, public statements, debunking
of disinformation by state actors and some online publications about the
government’s efforts to counter disinformation. Nevertheless, Taiwan’s
whole-of-society orientation for countering disinformation has often been
branded as a global best practice model.*” It needs to be stressed that DCT
is only one of many pillars that constitute the country’s efforts and activities
with media literacy programs, public awareness and non-governmental and
journalistic fact-checking and debunking initiatives contributing to the fight
against disinformation.*® Hence, as one analyst remarked, “the framework
for countering disinformation created by the Disinformation Coordination
Team allows for a swift, coordinated response” while “civil society and the
government operate in mutually enabling parallels. Taiwan’s government
has become more aware of the harm of disinformation, and high-profile
cases increased awareness in society, creating the conditions to make
intervention possible.”*



The EU:
A Supranational Strat Com Effort

In 2015, as a reaction to the Russian annexation of Crimea, the European
Union created its East StratCom Task Force — a unit within the European
External Action Service focused on countering disinformation and
misinformation. Its main regional focus is the eastern neighborhood of
the EU, mainly Russia, Ukraine, Belarus, and Moldova.*’ Yet, over time,
the Task Force also started to engage with Chinese influence in Europe
and promote European values and narratives in the Maghreb and some
countries of the Middle East. These regional specializations are mirrored
in its organizational structure, which consists of one task force for each of
the three aforementioned regions (East Stratcom Task Force, the Western
Balkans Task Force and Task Force South). Besides engaging with foreign
information manipulation and interference (FIMI), these three Task Forces
develop strategic communications and public diplomacy efforts.*!

The team of the Task Force was reported to consist of 11 employees in 2018*
and 16 in 2021,* recruited from within the EEAS and other EU institutions.
According to its website, the budget of the Task Force was €1.1 million in
2018, €3 million in 2019, €4 million in 2020 and then increased during the
Covid-19 pandemic to €11.1 million in 2021.* Both staff and the overall
budget have been subject to further increases since then.

The self-declared objective of the Task Force is “to gain a more
comprehensive, up-to-date and in-depth picture of foreign disinformation
campaigns, to reach out with awareness campaigns to new audiences and to
increase the EU’s and its neighbors’ resilience to disinformation”.* In
analyses of disinformation and debunking campaigns, the Task Force
focuses on fact-checking messages coming from Russian state-controlled
and financed media in EU member state and Eastern Partnership country
languages and in Arabic.*® In doing so, the Task Force focuses on debunking
false content and narratives, not on analyzing or blaming the actors behind
disinformation. However, particularly since the start of the Kremlin’s
aggression against Ukraine, some of the articles produced by the Task
Force’s main outlet “euvsdisinfo.eu”, known for its use of satire, puns and
“memefication”, have used rather sharp language.

Over the past years, the outreach and visibility of the Task Force has
increased significantly. Its main tools for communication with the
public include the website “euvsdisinfo.eu” and the newsletter “Weekly
Disinformation Review”, the contents of which are shared via social media
such as Facebook and X. According to the Task Force, “euvsdisinfo.eu” had
over 1.25 million visitors and 2.4 million page views in 2020.*” The website
also contains a database with the entire collection of disinformation case
studies of the Task Force, which comprised approximately 15 000 cases in
early 2023.% Besides this outlet, the Task Force is very active in organizing
events, workshops and giving public talks. Qutreach, public diplomacy and
vertical communications measures are thus a strong feature of the Task

Force's design.
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On the contrary, little is publicly known about the Task Force’s horizontal
communication measures within the EU administration and in relations with
member states. The Task Force itself points to the EU’s Rapid Alert System
on Disinformation (RAS) as one major tool and platform for information
exchange and best practice transfer with member states and international
partners.* In addition, the Task Force claims to work with a wide range of
partners within and outside the EU administration to share best practices
in the field of strategic communications, to ensure support for independent
media in the region and counter disinformation.”® Nevertheless, the Task
Force’s focus lies in vertical communications activities with the public and
non-governmental actors. Compared to other anti-disinformation units,
the EU’s Task Force has no ostensible intelligence- or security policy
orientation, but a distinct public diplomacy approach. Its staff and budget
are, on the other hand, considerably smaller than other anti-disinformation
agencies but its visibility among European media, journalists and the public
still increased significantly over the years.!



Counter-Disinformation Agencies:
Consolidating Strengths and Addressing Weaknesses

The comparative analysis of the anti-disinformation state agencies under
investigation reveals a diverse picture, characterized by two major trends.
First, most states have so far preferred to establish small interagency bodies.
Despite increased public attention and the urgency of tackling propaganda,
these interagency units usually have comparatively small resources as
regards dedicated budget and staff. Nonetheless, as the experience of the
US Active Measures Working Group and the EU’s East StratCom Task
Force demonstrates, even limited resources can be used successfully to fight
disinformation —if the agency is backed up by political will and support and
if operational work is carried out by committed and motivated employees.

Second, some agencies, such as Taiwan’s DCT or Sweden’s MPF, privilege
a domestic focus on combatting disinformation (i.e. analyzing influence
campaigns conducted againstlocal targets), while most others are subordinated
to foreign ministries and deal with foreign-originating informational
campaigns against a country’s international positions and security. Those
agencies with a strong domestic emphasis usually engage more heavily in
vertical communications with the public and resilience building, while units
tackling foreign influence prioritize horizontal communication based on the
distribution of expert knowledge and coordination within the government
and administration.

The present study clearly shows that the institutional approach to fighting
disinformation has important advantages and strengths:

e [t demonstrates the willingness, commitment and determination of a gov-
ernment to fight disinformation which also increases public awareness.

e A further advantage consists in the guarantee of (at least some) state
resources dedicated to the fight against disinformation.

e Anti-disinformation state agencies maintain a substantial track record in
monitoring, analyzing and, at times, debunking disinformation. The col-
lection of expert knowledge in these institutions very often results in the
creation of one or several databases, e.g. containing lists of known forg-
eries, actors and distributors of disinformation, narratives and topics, that
can be consulted by other state agencies, policy makers and other clients.

e Counter-disinformation agencies have proven to be able to conduct effi-
cient horizontal communication about disinformation, i.e. informing and
sensitizing their governments to disinformation and providing a platform
for the exchange of information, knowledge and experience.

e If adequately designed, managed and equipped, counter-disinformation
agencies can function as key actors in coordinating, combining and lead-

ing any state’s or organization’s fight against disinformation.
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On the other hand, the institutional approach to fighting disinformation also
suffers from some weaknesses and shortcomings that need to be addressed:

e Although the presence of an interagency body can have a positive im-
pact on coordinating the counter-disinformation activities of different
government units, the prospective risk of over-bureaucratization, slow
administrative processes and even blockages should be averted through
the maintenance of streamlining and efficiency.

e The fight against disinformation and foreign influence has, to some ex-
tent at least, always had a strong component of security policy and intel-
ligence work: uncovering secret actors, linking disinformation to state
actors and interests and, where possible and necessary, engaging in law
enforcement.

e However, the inherent secrecy of intelligence and security policy poses a
problem: security services will most likely withhold at least some infor-
mation in order not to threaten their own operations. This will be even
more likely if a counter-disinformation agency is designed not only to
distribute knowledge horizontally among government and state actors,
but also engages in active public outreach, information campaigns and
press work. Therefore, a process of closer collaboration and institutional
linkages need to be forged between counter-disinformation units and the
intelligence services, which can further lead to a change in operational
culture.

e The success of any anti-disinformation agency in times of digital de-
mocracy will depend on the level of trust or mistrust of the government
on the part of the population. Hence, no government should take pub-
lic trust in its counter-disinformation efforts as a given and educating
and informing the public represents one of the most important tasks of
tackling propagandist activities. Todd Leventhal, a former member of
the Active Measures Working Group and disinformation specialist, ac-
cordingly called for the establishment of an additional nongovernmental
institute of expert spokespersons who amend the efforts of state institu-
tions in countering disinformation, inform the public, debunk disinfor-
mation publicly and act as a point of contact for the media and public.”

Overall, the institutional approach represents a key player in the battle against
disinformation, aiding and complementing civil societal initiatives aimed at
promoting transparency in the informational field. Any government which
seeks to establish a counter-disinformation agency however also needs to be
aware of potential pitfalls and address them via an appropriate design and
setup, resource endowment and robust public engagement.
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